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U.S. Department of Commerce Privacy Impact Assessment
Cardinal IP (CIP) Patent Cooperation Treaty Search Recordation System
(PCTSRS)

Unique Project Identifier: PTOC-018-00
Introduction: System Description

Provide a description of the system that addresses the following elements:

The Cardinal IP (CIP) Patent Cooperation Treaty Search Recordation System (PCTSRS) is a
system that performs Patent Cooperation Treaty (PCT) searches and written opinions on behalf
of the United States Patent and Trademark Office (USPTO). PCTSRS provides authenticated
employees access to Patent Cooperation Treaty (PCT) applications. The purpose of this system is
to support the USPTQO’s international application or PCT application process. The PCT provides
a unified procedure for filing patent applications to protect inventions in each of its Contracting
States. PCTSRS facilitates PCT searches and enables CIP employees to submit an accompanying
written opinion regarding the patentability of the invention in question.

PCTSRS production servers are located at a remote Tier III data center. The PCTSRS system
consists of several severs for web, email, database, backup, and directory services, as well as
local workstations located at CIP’s corporate offices, that store, process, and/or transmit USPTO
data in the form of Patent Cooperation Treaty applications. PCT application documents are
transferred to CIP directly from USPTO via a secure connection.

PCTSRS is only accessible by authenticated CIP employees from within the CIP network. There
is no public access tothe PCTSRS system. PCT opinions are submitted from CIP directly to the
USPTO via a secure connection. The CIP network is protected by firewalls, anti-virus, and anti-
spam systems. The CIP data center facility includes physical security implementations including
proximity card access controls, hand-geometry biometric locks, video surveillance, and building
security.

(a) Whether it is a general support system, major application, or other type of system
Patent Cooperation Treaty Search Recordation System (PCTSRS) is a general support
system.

(b) System location
PCTSRS production servers are located at a remote Tier III data center in Oakbrook, IL.

(c) Whether it is a standalone system or interconnects with other systems (identifying and
describing any other systems to which it interconnects)
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PCTSRS interconnects with the USPTO Network Security Infrastructure (NSI) Enterprise
Access Infrastructure System (EAIS).

(d) The way the system operates to achieve the purpose(s) identified in Section 4
The PCTSRS system consists of several servers for web, database, backup, and directory
services, as well as local workstations located at CIP’s corporate offices in Evanston, IL.
PCTSRS facilitates PCT searches and enables authorized employees to submit an
accompanying written opinion regarding the patentability of the invention in question. PCT
application documents and patentability opinions are transferred between CIP and USPTO
via a secure file transfer system hosted and maintained by the USPTO.

(e) How information in the system is retrieved by the user
Users retrieve data from the system via an internal web application (not Internet facing)
which is secured by TLS.

(f) How information is transmitted to and from the system
Data transmitted between PCTSRS and USPTO uses an end-to-end secure file transfer

solution.

(g) Any information sharing conducted by the system
Information sharing is between PCTSRS and the USPTO. This information is shared within
the bureau and with authorized contractors from within the CIP network.

(h) The specific programmatic authorities (statutes or Executive Orders) for collecting,
maintaining, using, and disseminating the information
35 U.S.C. 1, 2,41, 115, 261, and 351-376; E.O.9424; 5 U.S.C. 301.
(i) The Federal Information Processing Standards (FIPS) 199 security impact category for the
system
Moderate

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

l This is a new information system.
Ul This is an existing information system with changes that create new privacy risks.
(Check all that apply.)

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions | OJ | d. SigniﬁcantMergingl ] | g. New Interagency Usesl ]
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b. Anonymous to Non- [] | e NewPublicAccess | [] | h. InternalFlowor m
Anonymous Collection

c. Significant System ] | f. Commercial Sources | [] | i. Alterationin Character | ]
Management Changes of Data

j- Otherchanges that create new privacy risks (specify):

This is an existing information system in which changes do not create new privacy

risks, and there is not a SAOP approved Privacy Impact Assessment.

This is an existing information system in which changes do not create new privacy

risks, and there is a SAOP approved Privacy Impact Assessment (version 01-2015 or

01-2017).

This is an existing information system in which changes do not create new privacy

risks, and there is a SAOP approved Privacy Impact Assessment (version 01-2019 or

later).

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)
a. Social Security* [] | f. Driver’s License [] |Jj- Financial Account ]
b. TaxpayerID [] | g Passport [] | k- Financial Transaction ]
c. Employer ID [] | h. AlienRegistration ] |1 Vehicle Identifier O
d. Employee ID ] | i CreditCard [] | m MedicalRecord ]
e. File/CaselD
n. Otheridentifying numbers (specify):

*Explanation for the business needto collect, maintain, or disseminate the Social Security number, includin


































